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OVERVIEW

What you need to know

e From 1 December 2026, Microsoft are permanently disabling basic authentication for sending emails. You can read
more about the Microsoft change and timeline here and here.

e PropertylQ requires a valid mail server connection to send emails. Without this, documents and emails cannot be sent
by PropertylQ when processing jobs for levies, invoices, meeting notices, letters, reports etc.

e Basic email authentication has been the only available option in PropertylQ until now. There’s now new Office 365
authentication for outgoing email delivery in PropertylQ, using Microsoft Graph API integration.

Who's impacted by this change

e  You will be impacted if you use Microsoft Outlook or Office365 for your email and have setup Outlook or Office365 as
your mail server in PropertylQ (under Global or Folio settings). If using Outlook or Office365, you'll need to update your
PropertylQ mail server settings. This is to ensure you can keep sending emails from PropertylQ without any
interruptions.

e If you use Gmail, you are not impacted by this change and do not need to take any action.

Summary - What you need to do by 30 November 2026

e If you use Microsoft Outlook or Office365 for your email, you’ll need to update your PropertylQ mail
server settings. This is to ensure you can keep sending emails from PropertylQ without any
interruptions.

e There are three steps you need to take:

1. Register PropertylQ in your Microsoft account — setup new application and permissions to
send emails. See ‘Step 1 — Register PropertylQ in your Microsoft account’ for instructions.

2. Configure new email settings in Property (using details obtained from Step 1). See ‘Step 2 —
Configure new email settings in PropertylQ’ for instructions.

3. Send a test email in PropertylQ to confirm email delivery is working. See ‘Step 3 — Send test
email in PropertylQ’ for instructions.

e |t's highly recommended you engage an IT consultant or your internal IT administrator to read and
perform the above actions, as you’ll need relevant administrator permissions on your Microsoft
account.

IMPORTANT

This document is a guide to assist email administrators that choose to implement the changes required to allow PropertylQ to connect and deliver email via
Graph API, however any decision to make use of this function and changes made to your office 365 account are your responsibility and should be reviewed and
agreed to by your email administrator prior to making any changes.

PropertylQ cannot access or provide any support relating to Office 365, so your administrator MUST be satisfied that the required changes are acceptable and
meet your internal security and email management policies.
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https://techcommunity.microsoft.com/blog/exchange/exchange-online-to-retire-basic-auth-for-client-submission-smtp-auth/4114750
https://techcommunity.microsoft.com/blog/exchange/updated-exchange-online-smtp-auth-basic-authentication-deprecation-timeline/4489835

WHAT YOU NEED TO DO

Step 1 - Register PropertylQ in your Microsoft account

! Important notes e If you are not familiar with your Microsoft account or require more assistance than this

guide provides, it's recommended you engage an IT consultant or your internal IT
administrator to read and perform the actions in this step.
e  You will need to record important details as part of Step 1.1, which is then used to
complete Step 2.
e To use Microsoft’s new authentication service, you'll be required to create a secret for the
PropertylQ Application in your Microsoft account (refer Item 6 of Step 1.1).
o This secret has an expiry date, with a maximum period of 24 months.
o Each time your secret is about to expire, you will need to create a new secret (Step
1.1), then update PropertylQ mail sever settings with the new secret (Step 2).
o It'simportant you record when your secret expires, so you can maintain this on an
ongoing basis. If you don’t maintain an active secret in P1Q, your PIQ emails will
stop sending.

® o -~ .
& \Who needs to action Application Owners or Administrators of your Microsoft account.

this

STEP 1.1 APPLICATION REGISTRATION

1. Navigate & Login to Azure Portal (portal.azure.com). In the search bar, search for “App registrations” and click on it in
the dropdown list.

£ app registrations O Copilot
. i i ~ More (4)
Azure services All Services (43) Documentation (99+)
EE mmm  Services See more amE
nEn ] It
+ i, E > = -
2% App registrations

Createa App Enterpn ual All resources More services
resource registrations applicati @ App Services forks

i'i Event Grid Partner Registrations

Resources # App Configuration

Documentation See more

Recent  Favorite

2. Click on ‘New registration’ and enter the following details:
a. Name: PropertylQ
b. Type: Accounts in this organizational directory only (single-tenant)
c. Redirect URI: not required

3. Click ‘Register’
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http://portal.azure.com/

Once the application is registered, it’ll take you to the overview screen for the PropertylQ application.

Microsoft Entra admin center

App registrations

* Name

P search resources, services, and docs (G+/)

Register an application

The user-facing display name for this application (this can be changed later).

Supported account types

Who can use this application or access this API?

@) Accounts in this organizational directory only (Microsoft Security Docs 01 only - Single tenant)

O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant) and personal Microsoft

accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me ¢

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is
optional and it can be changed later, but a value is required for most authentication scenarios.

Select a platform v

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterpnise applications

e.g. https://example.com/auth

Stay on this screen and follow the below steps.

4.

B overview
& Quickstart
#" Integration assistant
#{ Diagnose and solve problems
' Manage
= Branding & properties
-3 Authentication (Preview)
11l Token configuration
-2~ AP| permissions
& Expose an API
55 App roles
L& Owners
4, Roles and administrators
Manifest

> Support + Troubleshooting

In the side menu click ‘Manage’, then ‘Certificates & Secrets’

Note: If you dont have permission, you’ll see a red alert at the top of the screen. You'll
need to contact your Global Administrator to finish the setup.

administrators.

0 Some actions may be disabled due to your permissions, To request access, contact the application owner(s) or your administrator. View application owners or

5. Click on ‘Client secrets', then click on ‘New client secret’

Certificates (2)

Client secrets (0)

Federated credentials (0)

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

Description

Expires

No client secrets have been created for this application.

Value O

Secret ID
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6. Enter details and click ‘Add’ to create the secret
a. Description: Enter a short description
b. Expires: In the dropdown, you must set the expiry period. It’s defaulted to 6 months; you can choose a longer

period or a custom date based on your preferences. Make a reminder for the expiry date as you will need to
maintain this on an ongoing basis.

IMPORTANT: You will need to re-do this step every time your secret expires.
Before the secret expires, you will need to create a new one, then update PropertylQ mail sever settings with the
new secret. If you don’t maintain an active secret in PIQ, your PIQ emails will stop sending.

lorse 3 App registrations > Example App F
" ' Add a client secret P
Example App | Certificates & secrets ¢
Description Enter & description for this
- R e Sl Expires Bacommended: & manths o
B ovenirw Recommended: & months
Craderdish ensbile confidential spplicat
& Cuickitat addvessable location (using an HTTPS 3 months
sacret) 45 & credentis
;n.' riegration asssiant 12 momths
1& moathd
Band
anage Certif % (0] Client secrets [0
B eranding O | 4 morths
A secret string that the application usd L
3 Authentization Custom
Certificates & secrets T Hew client seoret
:ll Token configurstion Descriptian

AP pEiTREERon .
No clent secrets hawe been oreated fc
& Fapoie an AP
B App roles
& Owrers

& Foles and adménbitrators | Preview
MW ranifest

Support + Troubleshooting

& Troubleshooting

& Mew support reguest m Cancel

7. Copy and store the secret that displays in the ‘Value’ column in the table.

IMPORTANT: Do not navigate away from screen until you copy it, as you only have one chance to copy it. Once
you navigate away from this screen, the secret is hidden and will need to be created again.

Certificates (0) Client secrets (1) Federated credentials (0)

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application password.

+ New client secrat

Description Expires Value @ Secret ID

secret 4/22/2024 - 25h4b4e0-1723-4f35-2088-0dff360b2007 [ [A]

PropertylQ

Mail Server Settings — Microsoft Office365 / Outlook. 11.03.2026 V1 5



8. Inthe side menu, click on ‘Overview’
9. Copy the ‘Application ID' (Client ID) and the 'Directory ID’ (Tenant ID) as per example below.
a. Save these details in a safe location so that you can retrieve them to complete the remaining steps in this

process.
Microsoft Entra admin center F Search resources, services, and docs (G+/)
- Home > App registrations
#®
L 11}
HH Contoso App1 =
*
Search li] Delete & Endpoints [ Preview features
B Overview

& Quickstart

#  Integration assistant  Essentials
Display name Client credentials
play

Manage

Contoso App 1 Add a certificate or secret

Redirect URIs
Add a Redirect URI

Application (client) ID
MMMI-1M11-111-11m-1nmnmmnmnmm

Branding & properties

3 Authentication

Object ID Application ID URI

Certificates 8 secrets
Token configuration

API permissions

00000000-0000-0000-0000-000000000000
Directory (tenant) ID
22222222-2222-2222-2222-222222222222

Supported account types

Add an Application ID UR

Managed application in local directory

Contoso App 1

My organization only
& Expose an AP

L App roles

Get Started Documentation

D & B &£ B & 3 O O ¢

42 Owners

STEP 1.2 APl PERMISSIONS

Once your PropertylQ application is registered, you will need to grant it the “Mail.Send” permission so that PropertylQ can send
emails.

1. From the App registrations page in the Azure Portal, go to the side menu under ‘Manage’, click ‘APl permissions’
2. Click on ‘Add a permission’

Search () Refresh

27 Got feedback?
B Overview

& Quickstaet

@ The “Admin consent required” column shows the defaul vatue for an organization. Mowever, user consent can be customized per
permission, user, or app. This column may not reflect the value in your organization, of in organizations where this app will be
used. Learm more

# Integration assistant

Manage
Configured permissions

B 8canding & properties

) Sacticat Appications are authonzed to call APis when they are granted permussions by users/admins as part of the consent process. The list of
P Authentication . N 58

configured permissions should inchude all the permissions the apphcation needs, Leam mare about permissions and consent

1 Add 3 permission

APY / Permissions n Type

Certificates & secrets

Il Token configuration

Description Admin consent req...  Status

AP permassions I

& Bpose an AP iz
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On the new permission setup screen, select ‘Microsoft Graph’
4. Then select ‘Application Permissions’ as the type of permission
a. By selecting ‘Application Permissions’ it allows emails to be sent by any user in the organisation and grants
admin consent.
5. Inthe search bar, search and select ‘Mail.Send’
6. Then click ‘Add Permissions’ button to complete the setup.

Request API permissions X

< All APIs
=, Microsoft Graph
E https://graph.microsoft.com/ Docs =

What type of permissions does your application require?

Delegated permissions Application permissions

Your application needs to access the APl as the signed-in user. Your application runs as a background service or daemon without a
signed-in user.

Select permissions expand all
|/‘TJ Mail ¥
Permission Admin consent required

> MailboxSettings

~ Mail (1)
Mail.Read @

D - . Yes
Read mail in all mailboxes
Mail.ReadBasic (&

D . . . Yes
Read basic mail in all mailboxes
Mail.ReadBasic.All (D

L] T _ Yes
Read basic mail in all mailboxes
Mail.ReadWrite (O

D - - . Yes
Read and write mail in all mailboxes

- Mail.Send (@

. Yes,

Send mail as any user
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Your configured permissions should look something like this.

Configured permissions

Applications are authorized to call APls when they are granted permissions by users/admins
list of configured permissions should include all the permissions the application needs. Lean
consent

- Add a permission + Grant admin {GHSEI"IthIF—

API / Permissions n... Type Description Admin consent req...
* Microsoft Graph (1)

Mail.5end Application Send mail as any user Yes

This completes the Office 365 side of preparations.

At this point, you should have:
1. Anew “PropertylQ” Entra application; and
2. Configured the appropriate permissions for sending e-mails.
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Step 2 - Configure new email settings in PropertylQ

You can now configure PropertylQ to use “Microsoft Graph API” to send outgoing emails.

Login to PropertylQ as an Administrator with permissions to edit settings

Go to Utilities>Settings>Mail Server Settings>0Outgoing tab and click Edit to edit the settings.

Locate the ‘Mail Server’ drop down option, change this to “Microsoft Graph API”

Populate the new authentication fields. To do this, use the values you saved whilst setting up Office 365 in Step 1.1.
e (Clientid

Client secret

Tenant id

User identity

5. Click ‘Save’

PwWNPE

Company Details I Application Settings || Meetings I Compliance I Mailing House

Portal Integration || Bank Settings.

Fie System Related Mail Server Settings
Connections I SMS I Statistics I PIQ+ I PIQ Support I Strata Hub

Folio: Global Setings v]
Mail Server Settings

Outgoing Mail Server

|Mlil Server Microsoft Graph AP I

URL graph.microsoft.com
Port Number 443
Authentication

Authentication Method  OAulh 2.0

Authentication Protocol 1.5

Client ID

Client Secret

Tenant ID

User Identity : - ?

Step 3 - Send test email in PropertylQ

After setting up your outgoing email settings in Step 2 above, you’ll need to send yourself a test email to confirm everything is
working.

1. Scroll to the bottom of the screen on Utilities>Settings>Mail Server Settings>Outgoing tab
2. Go to ‘Test Mail Server Settings’ function

3. Enter your email address and click ‘Send Test Email’

If you do receive a test email from PropertylQ to the email address you entered, everything is working and the setup is
complete!

If you do not receive a test email, please check Steps 1 and 2 above, and if necessary, repeat the setup process.

Test Mail Server Settings

Send Test Email

Email Address
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